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Abstract

This paper presents an analysis of selected forensic tools, identifying strengths, limitations, and
applicability to investigative contexts. A forensic case study is then introduced to demonstrate
practical application of disk-based tools and methodologies in a static, post-incident investigation.
The report also considers legal and procedural requirements relevant to tool use and evidential

handling.

Keywords: Digital forensics, forensic methodology, forensic tool analysis, evidential integrity,

forensic investigation.

Introduction

Digital forensic investigations depend on structured methodologies and validated tools to support
evidential integrity. Investigators build a forensic toolkit suited to the type of incident, system
environment, budget and evidence available. While dedicated forensic suites such as Forensic
Toolkit (FTK) or Autopsy handle disk-based acquisition and analysis, memory-focused tools like
Volatility are used to extract volatile artefacts from RAM. Supporting tools such as VirusTotal can
be used alongside core forensic platforms to verify malware signatures or cross-reference

suspicious activity

The purpose of this paper is to examine selected forensic tools, identifying where each is best
applied, what constraints may limit their use, and how they support the forensic process. And

meet the need for investigative workflows that align with legal and evidential standards.

1. Digital Forensic Tool Selection

Some forensic tools specialise in examining specific types of evidence, while others offer a broader
suite of functions. These range from open-source solutions to licensed commercial platforms. The
choice of tool depends on evidence type, investigation context, resource availability, and legal

admissibility.




Reliability is essential when selecting forensic tools. Tools that do not produce consistent and
traceable results risk undermining evidential integrity. The UK Forensic Science Regulator Code
of Practice, issued under section 2 of the Forensic Science Regulator Act 2021, requires validation
or verification of tools that impact outcomes [1]. This applies equally to commercial and open-

source software and includes managing risks from updates or configuration changes.

Independent testing by recognised organisations helps build trustin tool performance. Important
for the professional investigator carrying out detailed analysis or those that will rely on the
reports resulting from analysis based on its outputs. The NIST Computer Forensics Tool Testing
Program (CFTT) publishes performance data forensic tools under realistic conditions including
FTK and Autopsy, allowing investigators to understand their strengths and constraints before

deploying them [2][3].
Other considerations include:

e Legal and regulatory compliance

e Integration with systems and file types

¢ Handling of large datasets

e Resistanceto anti-forensic techniques (e.g. steganography, timestamp manipulation)

* Vendor support, update cycles, and cost implications.

The open source and commercial tools selected for review, FTK, Autopsy, and Volatility, were
chosen for their range of functionality and relevance. Commonly used in the profession, selected
to explore the range of challenges faced by digital forensic practitioners across a range of evidence

types and investigative contexts.
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Figure 1: Considerations for Digital Forensic approaches [4]




2. Detailed Tool Analysis

2.1 Autopsy (Open source)

Autopsy is an open-source forensic tool used across education, business, law enforcement, and
government environments [5]. It uses The Sleuth Kit (TSK) for structured file recovery and
supports additional analysis through optional modules. These include video processing, malware
detection, and ingest modules for artefacts such as Bitcoin wallets [6][7]. Some modules are

jurisdictionally restricted and only available to authorised agencies [8].

It can be used to examine evidence from sources such as mobile devices and digital media [9]. In
addition, it has optional modules that can be added to expand it capabilities such as:

e Video analysis

e Malware detection to confirm or rule out evidence planting claims (scanning for
backdoors).

e Third Party modules for example and Ingest module (immediate auto processing) for
Bitcoin detection [5][6].

Autopsy supports deleted file recovery, timeline creation, keyword searching, and automatic
detection of artefacts such as registry values, browser activity, USB history, and installed programs
[10][11]. It runs on Windows, Linux, and macOS. Case management features include user tracking

and structured access control [11].

Autopsy does not include a built-in file carver. File carving is performed using the bundled
PhotoRec tool, listed as the “File Carver (PhotoRec)” module. This must be manually enabled and
configured. The carving is done by PhotoRec, not Autopsy or TSK [12]. In testing by NIST,
PhotoRec performed well on simple file recovery but was less effective with deleted, fragmented,

or non-aligned data. Embedded images were not recovered.

Autopsy does not alert users to manipulated metadata or hidden content. Artefacts are grouped
broadly, possibly reducing efficiency when reviewing output detail. It lacks built-in audit logs and

formal vendor support, which may limit use in contested investigations. [3].

Autopsy can perform well against commercial tools such as Forensic Explorer. Tests included anti-
forensic and evasion techniques such as steganography (hiding files within other files), metadata
manipulation, and timestamp alteration. Autopsy showed ability to recover artefacts, including
deleted files, browser history, and USB activity. Basic obfuscation identification was demonstrated
but it could possibly miss encrypted or embedded content created using tools like OpenStego or

Steghide. This also highlights the need to understand anti-forensic methods and employ extra




tools or checks to counter any tool limitations. However, using the base version of Autopsy only
was a testing limitation in this instance. With key features being the flexibility and range of
modules, this should be weighed against the built-in support offered by comparative commercial
tools for a better understanding of range. For users confident in configuration, the flexibility of

open-source tools may be a suitable budget friendly alternative [13].

2.2 FTK Forensic Toolkit (Commercial)

FTK is a commercial forensic platform known for its case management, hashing, logging, and
chain of custody features. It supports full-disk indexing, keyword searching, email parsing, and
structured export. FTK has a native file carver and supports custom definitions, allowing recovery

of standard and less common formats. [14]

NIST testing showed FTK performed strongly in recovering non-aligned and fragmented files and
inextracting embedded content. [t maintained consistency across formats and allowed structured
reporting [2]. These features align with evidential requirements under the Forensic Science

Regulators Code [1].

Additional functions include email analysis, file decryption, keyword filtering, OCR, and support
for Cerberus. Internal viewers for common file types and the ability to reduce and categorise large

datasets assist with triage and prioritisation [15].

FTK is suited to large-scale investigations that require traceability, speed, and structured
workflows. It supports file system analysis and can be used across a wide range of disk-based
cases. As a commercial tool, it may not be a practical option for those with lower resource needs

or capabilities.

For cloud environments Exterro have produced a separate product FTK Central. Adding further
licencing cost to the toolkits but with the benefit of user-friendly user interfaces (reduced training
resource needed), automation and security/ privacy considerations with controls via Role Based
Access. For professionals using the traditional this requires serious consideration and could be
considered a worthwhile investment as on-premise activity moves into the more scalable cloud

[16].

Additional Solutions are available include law enforcement-specific builds or additional functions
such as Al analysis, e-discovery for complex data management, and remote collection to reflect

modern usage and access requirements. These additions may offer practical advantages, keeping




professionals more up to date and able to deal with wider demands of usage scenarios, but at an

increasing cost [17].

Diversification of tools is another option, such as using a targeted tool like Volatility for volatile

memory analysis where in-memory artefacts are critical.
2.3 Volatility (Memory Analysis)

The Volatility Framework is an open-source collection of tools, first released in 2007, developed
for the forensic analysis of volatile memory images. Initially written in Python, it continues to be
expanded through community-led development. Subsequent releases have introduced improved
performance and compatibility, with support for memory from Linux, macOS, and Windows 64-

bit/Server environments. [18].

It can extract information on active and terminated processes, command-line activity, network
connections, loaded DLLs, registry values, and in-memory files. The tool uses a plugin system for

targeted extraction of specific evidence types[18].

Volatility can be valuable as a tool where in-memory malware or fileless threats are suspected,
especially files intended to escape detection through hidden executables. Since all executable
activity passes through RAM, it can detect behaviours that static disk tools may not. It requires
configuration but offers automated analysis once plugins are set up. This highlights that core

capabilities rely on plugin selection and user expertise.

Using a captured RAM image, Volatility can be used to analyse processes and activity associated
with malware. Comparing results against VirusTotal demonstrates how external tools can assist

in validating memory artefacts [19].

Volatility is suited to live or near-live forensic response situations, where memory has been
captured. It is not applicable to static investigations where memory was not preserved and
therefore dependant on initial incident response ensuring RAM data is preserved by preventing
shutdown. This may make it redundant for post-incident cases like the insider sabotage

investigation in Task 2.

Further research explores memory forensics in contexts such as dark web browser use,

highlighting the importance of Volatility in being able to detect non-disk-based artefacts [20].




2.4 Cloud Tools - The Impact of a Dynamic Environment

Cloud environments introduce technical and procedural conditions that traditional forensic tools
and frameworks were not originally designed for. These include distributed control, limited data
access, and remote volatile evidence sources. As a result, many existing approaches are

acknowledged as unsuitable for cloud-based investigations [21].
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Figure 2: Practical considerations and challenges for Cloud Forensic investigation [22]

An assessment published by NIST identifies and groups the challenges of cloud computing

forensics into nine categories.




Table 1: NIST summary, nine groups of cloud forensic challenges [23].

Architecture Architecture is varied, with systems, locations, and endpoints
that may hold relevant data. Tenant data is compartmentalised
but often shares underlying infrastructure, which can complicate
chain of custody.

Data Collection Systems are complex and varied. Volatile data may be collected
from virtual machines without physical access, increasing risk of
loss (e.g. shutdown). Full imaging is not always possible.

Integrity and legal issues where data involves multiple parties,
devices, and locations.

Analysis Analysis may involve multiple providers, making it harder to
correlate artefacts, reconstruct activity, and maintain metadata
integrity. Log sources and timestamps can vary, making timelines
difficult to establish.

4 Anti-Forensics Anti-forensics techniques such as obfuscation, data hiding, and
malware can compromise the integrity of evidence. Malware may
also interfere with virtual machine isolation, damaging evidence
integrity.

S Incident First CSPs may access and triage data first, limiting investigator

Responders control. Access may be delayed or filtered. Large volumes of
artefacts increase workload. Confidence in provider competence
is also a factor.

. Role Management Multiple users may access resources from different physical
locations. Identifying the owner of data and linking actions to
individuals is difficult. Authentication and access control vary
across providers. Creating anonymous or false identities is easier
in virtual environments.

Legal Physical location not always clear complicating jurisdiction and
legal authority. Co-operation/ competence and level of trust in
cloud providers. Numerous contracts and Service Level
Agreements, which may not have crucial terms included.

Standards No consistent approach. Tools, procedures and practice vary, and
methods for testing or validating results are not always available.
Differences between cloud providers could make it harder to use
the same approach across environments.

Training Cloud-specific knowledge is required. Investigators may lack
experience with architectures and acquisition in cloud
environments, with limited training available. Evidence may be
unavailable where those managing records do not know what
data needs to be captured or kept for forensic analysis.

Some ofthe issues listed in Table 1 are already present in traditional forensic contexts but become
more significant in cloud environments. Architectural complexity (1) affects access to low-level
system components, including memory. Volatility, which requires pre-captured RAM, is not
applicable once virtual instances have shut down or been reset. In many cloud environments, this

data is no longer available to the investigator.

Traceability and user identification (6) depend on audit trails. As noted in Section 2.1, Autopsy
does not log user actions internally, which limits its use where multi-user access or contested
findings are involved. FTK (Section 2.2) supports hashed acquisition and structured logging,
aligning with the requirements for data integrity and process reconstruction under (2) and (3).

Other challenges such as cross-jurisdictional access (7), Cloud Service Provider (CSP) cooperation




(5), and legal authority remain external to the tools functionality but need to be considered
alongside technical aspects to ensure readiness for using them e.g. to respond to incidents and

ensuring relevance and accuracy of outcomes.

Tool features that support traditional investigations may not transfer directly to cloud settings.
Infrastructure control, data access, and logs can be managed externally, which limits what

traditional forensic tools can do without additional support.

The increasing use of Al within cloud environments adds further complexity. Al offering
advantages e.g. processing large data volumes (record keeping (Table 1). However, it also offers
like risks, lower expertise needed and automated malicious activity. This means forensic

professionals must continually review developments, assess toolkit suitability and flexibility.

Further engagement with the forensics profession and any relevant CSP and organisations may
also be of benefit when working at the early point of design and development with cloud
environments. Encouraging adoption of approaches like the principles of Secure by Design [24].
building in requirements to meet forensic needs at the design stage alongside using validated
tools and techniques as discussed previously could better support evidential integrity and the

chain of custody strengthening the reliability of outcomes in forensic and legal settings [25].




3. Categorisation Table

Table 2: Comparison of Digital Forensics Tools

- N

cornrner‘:-lal

Purpose / Use Context | Static investigations.
Recover deleted
reconstruct timeline

examine user activity.

Strengths Modular, supports
artefact recovery and

timelines.

Needs PhotoRec for file
carving. No internal
logging or user action

Limitations

Sabotage, IP theft,
tampering. Full

analysis with hashing
and audit trail.

Structured logs, CFTT
tested, robust hashing
and audit trail.

Commercial licence.
Dependent on vendor
updates [2].

Open source

Analyses captured RAM
images. Useful where

in-memory thre

fileless malware) are
suspected. Requires
image from live or near-
live system.

Cross-platform detects
stealth threats, plugin
flexi

Requires RAM capture.
Not primary option for
static-only cases [18].

ng [3].
Cloud Suitability Limited. No built-in
support for CSP,
logging
analy:
focus only.

Context-dependent
Only usable if a RAM
image is captured
before the cloud
instance is reset [18].

Moderate. Supports

i ng, hashing, and
rting. Requires

further product FTK

Central [16] for cloud

compatible, scalable.

4. Conclusion

Tool selection is a key part of digital forensics, requiring an understanding of strengths, limits, and
appropriate context. Autopsy, FTK, and Volatility each offer useful capabilities for different
investigation types. Autopsy is flexible and accessible but needs careful validation. FTK supports
structured workflows and evidential integrity in complex cases. Volatility offers critical insight
into system behaviour at the point of compromise but is limited to situations where memory has

been captured.

A toolkit approach that combines core forensic tools with supporting methods allows
investigators to match tool capability to case needs. This supports accuracy, traceability, and
evidential compliance. Forensic practice must remain responsive to new threats, which means

continually reviewing tool functionality, validation requirements, and practical applicability.




5. Task 2: Introduction

This report examines the approach and methodology of a forensic investigator working within
EC-Council Computer Hacking Forensic Investigator (CHFI) [26] and Certified Ethical Hacker
(CEH) certified professional standard [27]. This is described through application to a sabotage
case study scenario. The structure considers the case study against the forensic investigation

steps identification, acquisition, analysis, and reporting.

Example illustrations of relevant forensic techniques and outputs are tested by the author using
Autopsy unless otherwise stated and is intended to be for illustrative purposes, rather than a

recommendation or suggestion that this would be the preferred tool ofthe case study investigator.

6. Case Scenario and Forensic Context

Every forensics investigation brings different demands, influenced by geography, system and
network architecture, recovered artifacts, damage (attempted or realised) and technologies used
by both subjects and investigators. There are technical techniques alongside an understanding of
methodologies, forensic purpose and legal significance requiring consideration of potential

impacts at each stage. Investigations also place demands on those carrying them out.

The investigator, Troy Simpson, is not legally required to hold certification, but trusted
qualifications such as CEH and CHFI provide benchmarks, recognised accreditation of expertise
and knowledge. Demonstrating proficiency in the theoretical and technical skills expected in this
type of forensic work assists the investigator in investigation preparation and completion. It
provides some professional and technical assurance for the client CEO Ker Walters. Figure 3
illustrates suggested attributes, knowledge for and expectations of forensics professionals. [26] [27]

[28].

Responsibilities Personal attnbutes and skills

« Triage and * Problem solving
components * Logical approach

* Disassemble computer and related + Evaluate consequential actions (e.g.
hardware cultural, ethical ete.)

+ Direct or remote recovery of data * File, y and soft y

* Analyse and attribute malicious activity  « Scripting

= Preserve chain of custody, avoid + Familiar with common forensic tools

and corruptl * Report writing suitable for legal
* Log significant actions and findings submission

Figure 3: Summary of key responsibilities and attributes needed for a professional Forensic Investigator [28].




The case study indicates a company has concerns that a former employee, as an insider,
maliciously deleted or concealed confidential mobile phone design files relating to a high-value
product under development and potentially passed designs to competitors. A breakdown of the
case study details is provided in Appendix A. The forensic objective provided is to locate and
recover evidence of sabotage and missing files. This investigation is a commercial rather than

criminal, initiated by an employer, not law enforcement.

As discussed in Sections 1 and 2, the choice of forensic tools is influenced by technical capability,
and investigators experience or specialist expertise. As certified professional with no specialism
noted, it is expected that the investigator will have a range of well recognised commercial tools
possibly supplemented with open source for increased capabilities. The tools need to be suitable
for the commercial environment e.g. common equipment, software, architecture and activity. This

may include Network, Operating software such as Windows, databases, E-mail etc [4].

While specific approaches taken varies depending on case, reliable forensic outcomes depend on
applying consistent non-negotiable principles. These include avoiding contamination
maintaining evidential integrity and presenting findings objectively. A structured process ensures
decisions taken at one stage do not compromise the outcome of others and that any conclusions
drawn can be defended based on evidence not pre-conceived narratives or assumptions. [33].
Presenting well-documented actions in a balanced way will help maintain and demonstrate

integrity of purpose, process and findings.

A law enforcement-led investigation must focus heavily on admissibility of evidence for
prosecution. The focus here is investigating internal misuse, identifying possible data
concealment, transfer and destruction. As the intent of the employer to pursue civil or legal cases
further on is not established it is suggested the investigator to clarify this as part of the initial

stages and ensure from investigation to reporting that findings remain defensible.

Frameworks and legal issues are still key as they start the investigation as they set out an

approach and prepare for each specific investigation.

7. Forensic Preparation and Acquisition Approach

Preparation and awareness of correct processes are essential to ensure evidence is acquired and
handled appropriately. This includes practical and legal considerations, depending on the case
setting. In this scenario, the initial investigator should begin by reviewing the known devices and

storage media used by the subject to determine the best method of acquisition.




Volatile memory, such as RAM, can be lost when a system is powered down. If the investigator
arrives while the machine is still on, immediate steps must be taken to capture volatile data before

proceeding further.

Practical preparation includes preserving integrity of evidence by preventing any unauthorised
access or activity on the device and confirming isolation. Legal checks include reviewing seizure
documentation, establishing jurisdiction, and assessing if any evidence may be located on cloud

services in other geographical locations (Section 2.4)

Actions taken by the investigator must also consider ethical aspects. If the image includes data
belonging to others, such as shared folders or internal emails, care must be taken to avoid
breaching employee privacy. Similarly, methods such as brute-force password cracking must only
be used lawfully. These decisions require more than technical knowledge. Each step must be
assessed considering the specific circumstances of the case, with consideration given to necessity,
proportionality, and potential impact, including legal or reputational consequences [34]. Being
prepared helps reduce the risk of mishandling the investigation and strengthens the reliability of

any findings.

In addition to relevant laws that the investigator would be required to adhere to such as the Data
Protection Act 2018 and United Kingdom General Data Protection Regulation (UK GDPR) there
are otherlaws and standards (Table 1) that will ensure legal compliance and ensure robust ethical
processes. Clearly documented adherence to recognised standards could also support findings

and aid admissibility through best practice.

Jurisdiction can be crucial such as handling e-mail data sent by an EU citizen which is also covered
under European Union (EU). Laws including the Computer Misue Act may apply to the subject of

the investigation.

Table 1 items may be regularly reviewed, the investigator keeping up to date with any

amendments that may impact approach or methodology.




Table 3: Useful guidance and standards digital forensic professionals should be aware of (non-exhaustive).

Law/ Guidelines Type Description
[SO/IEC 27043 International Incident investigation principles and
Standard processes involving digital evidence

[28].

ISO/IEC 27037 International Specific activities in handling digital

Standard evidence, which are identification,

collection, acquisition and
preservation of digital evidence that
may be of evidential value [29].

ACPO UK Guidance Association of Chief Police Officers
Good practice guide for dealing with
digital based evidence [30].

Code of Practice for | UK Guidance Issued under Part [l of the

the Investigation of Regulation of Investigatory Powers

Protected Electronic Act 2000 (RIPA).

Information
Investigation of protected electronic
information and disclosure of
protected information i.e.
information that requires a key to
the data to access or be read
intelligibly [31].

Forensic Science Code of Practice Standards of conduct and practice

Regulator: Code of for carrying out Forensic Science

Practice for the Activities e.g. working with data

Investigation of from digital storage devices,

Protected Electronic network and video multimedia [32].

Information

Evidence must be handled in a way that maintains its integrity and supports later use if needed.

Standards set out in [SO/IEC 27037 are reinforced by the UK guidance.

Before analysis, the investigator must establish the physical sources of the data. Identifying
relevant systems and peripherals, as these can affect the presence and condition of digital

evidence.

The investigator works from a verified forensic duplicate (image) of machine used by the subject.

Acquired in a secure environment, keeping clear records of actions taken. [33], using a write




blocking tool ensuring “a bit-by-bit copy of the original media, the storage device, including

unused portions, deleted files, and anything else that may have been on the device” [34].

Confirming integrity, a cryptographic hash, such as MD5 or SHA-256, should be generated on
acquisition, then compared against the hash of the duplicate. Allowing the investigator to validate

through matching values (example Figure 4).

M Data Sources Summary

Data Source Name Ingest Status Type Files

Types User Activity Analysis Recent Files Past Cases Geolocation Timeline Ingest History Container
Display Name: Windows_Evidence_001.dd

Mame: Windows_Evidence_001.dd
Device ID: 28b78cB6-E5b8-4d22-b7cf-d3261 5bcl2E4

Time Zone: Europe/London

Acquisition Details:

Image Type: Rawe Single

Size: 115 GE (2147423648 bytes)

Unallocated Space: 3998 MB (399793469 bytes)

Sector Size: 512 bytes

MO 136487d040222292f 3091 7466452502

SHAT: B0c9B2361 efb8TelaTFeb55cB46587557ed580:0

SHAZSE: F3665ak1fdaBb T A0ufEbI2030eab eBE51 80 4a26d6b 100ee TObI3baSaT
File Paths: (C:\Users\user-admin' Downloads' Windows_Evidence_001.dd

Figure 4: Data source with cryptographic hash values to check integrity of evidence.

Following these steps allows the investigator to demonstrate any findings relating to the missing
design files were handled properly and could be relied on if challenged with actions supported by

validation methods and auditable records.

To further ensure the integrity of evidence from initial acquisition through to final reporting the
Chain of Custody must be maintained documenting transparently any activity and how evidence

is handled. [35] Ambiguity or gaps could compromise an investigation.

8. Analysis of Findings




As the investigator is preparing to start the main analysis, they will need to ensure steps, methods,
findings and limitations are clearly documented as they proceed. Setting up the case then loading

the image into the analysis tool.

M Case Details >
r Case
Case Name: CMMC Casel
Case Number: o
Created Date: 2025/04/20 07:56:28 (BST)
Case Directory: ChlUsers\user-admin\OneDrive\CMMC Casel
Case Type: Single-user case
Database Mame: ChUsers\user-admin\OneDrive\CMMC CaseT\autopsy.db
Case UUID: emme_casel_20250420 075628
Examiner
Name: Troy Simpson
Phone: 0716 123 4567
Email: Troy.simg @ForestForensicsLabs.com
Netes: Forensic analysis of workstation formerly used by Rich Daley, ex-employee of CMMC, to identify potential unauthorised activity,
recover deleted or hidden design files, and preserve evidential integrity. Examiner: Troy Simpson, CHFI, CEH.
Organization
Name: Cyfusion Mobile Manufacturing Company (CMMC)
Point of Contact: Ms Ker Walters
Phone: 020 7946 8210
Email: KWalters@ CMMC.com

Close

Figure 5: The investigator sets up the case details to support formal documentation of the investigation, capturing key
information.

An image can mean vast amounts of user, system and network information, for the investigator
sift. Using a technical toolkit (Sections 2 and 3) provides access to the full image but also assists

with workflow and focus via automation.

Virtual Machine Extractor for Windows_Evidence_001.dd 1
Searching image for virtual machine files
Analyzing files from Windows_Evidence_001.dd
TIPC-over-TCP_mtu_padding_byt= P
Analyzing data artifacts from Windows_Evidence_001.dd 1
Virtual Machine Extractor for Windows_Evidence_001.dd _] (3more.) W6

Figure 6: Automated analysis of image contents, reducing the need for manual file-by-file review by the investigator.
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Figure 7: Automatic processing results highlighting items of possible significance.

Analysing if files were deleted, concealed, or transferred by the subject prior to resignation, the
investigator examines file system artefacts. Reviewing outputs suggests an initial focus on
highlighted items (as seen in Fig 6, Fig 7), extending the review using file type filters and keyword
searches to identify contentlinked to the project. As itis established that the missing designs were
created using Autodesk Maya relevant file types such as .ma, .mb, and .obj could be prioritised
[36].

The full image is available, th data of interest (Fig. 6, Fig 7) assisting the investigator in build a
timeline, reconstruct patterns of activity and sequences of events surrounding the suspected

sabotage through highlighting timestamps, filtering and managing workflows.
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Figure 8: Full details on the image are available via the tool with indicators such as the yellow Icon indicator for items of
further interest.

While much analysis so far is technical, the investigator will continue to drive it forward by

investigative questions shaped by the case: What designs existed? Where were they stored? What




actions could have been taken to remove or hide them? Findings at this stage are collated but not

yet interpreted.

8.1. Detection of Concealment and Anti-Forensics Techniques

Being aware of a range of concealment methods and using the technical tools as a starting point
to identify, the investigator moves further into review and analysis. As the subject was involved in
negotiation (Appendix A) with competitors itis possible they have used obfuscation to attempt to

cover their activity e.g. e-mail or research on the dark web to aid moving files.

Checking the recycle bin for deleted artefacts, as metadata often remains intact, allowing easier
recovery. Due to deliberate deletion, it is likely the investigator establishes that key files are no

longer in the recycle bin or the subject bypassed it.
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Figure 9: Deleted files recovery of files from recycle bin

Checking unallocated space, file carving is applied to try to recover files by looking for known
header and footer patterns [37]. When files are deleted, the space is marked as available, but the
data remains in unallocated memory until it is overwritten. [f metadata is still present, files may
be recovered. Where files are fragmented or partially overwritten, the investigator may only be
able to recover fragments. This may still yield data of possible significance with forensic or
commercial value. Even if limited it could support confirmation of deliberate actions by the
subject [38].
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Figure 11: Artifact header identified for file carving.

Analysis of header data may also revel further obfuscation such as file extension changes. Figure
10 shows a file recovered with a pdf file extension, however header analysis indicates a word

document [37]. Additional tools and checks used by the investigator such as VirusTotal (Figure

11) can confirm and strengthen findings.
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Figure 11: Hex header analysis of a file labelled as .pdf reveals a Microsoft Word document format. The altered
extension may indicate intentional to mislead through obfuscation, leading the investigator to investigate further.
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Figure 12: Further analysis of example file shown in Fig 10 with additional tool VirusTotal confirms and reinforces
finding that file type as most likely Word document.

The presence of anonymising tools (e.g., TOR browser) or activity linked to onion domains could
indicate files were intended for transfer via Dark Web services. The investigator may not confirm
the presence of dark web related artefacts, however the type of case calls for a judgement call to
include checks for such methods as part of due diligence. This ensures that potential exfiltration

is not overlooked during the investigation [20].

If unusual activity is observed investigating possible traces of known anti-forensics software and

malware.

Further searches for hidden files are carried out by analysis of image files. The investigator using
Another place information could be hidden is image files (.png, .bmp). Analysing these further

with Steganography identification tools may reveal the missing files.




Patterns of activity matter in this process, reviewing e-mails could lead the investigator to analyse
the sudden increase in images being sent between the subject and an external individual. Tools

such as DeepSound will assist in identifying if anything is hidden in audio files such as a .txt file.
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Figure 13: Image files for further investigation
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Figure 14: StegSpy tool detecting hidden data within an image file.

Tools such as DeepSound will assist in identifying if anything is hidden in audio files such as a .txt

file.

The same search on different cases may have different results. To maintain integrity, the

investigator needs to remain methodical, building narratives from evidence not vice-versa.
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Figure 15: Results of a keyword search. Not all investigation leads to significant artifacts.

Encrypted or password-protected artifacts identified including .zip files could be key. The
investigator may need to deploy tools and techniques to brute force. Legal aspects must be

resolved before proceeding at this point.
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Figure 36: Automation may identify encrypted files for review by the investigator.




Figure 4: Encryption files opened and unencrypted copies saved for review using Advanced Archive Password
Recovery and using Advanced PDF Password Recavery.

As artifacts are reviewed activity may be a false positive or reveal further insights for analysis.
The investigator continues to methodically document.

8.2. Timeline Correlation and Attribution

Artefacts alone are not enough; the investigator must correlate findings to build a credible case
timeline. Some tools like FTK assist with date filtering and sorting of timestamps however the
investigator needs to build the timeline to establish the patterns of behaviour. Considering
Appendix A windows of interest include the period immediately before the subjects resignation
and if any timestamps. As there is possible contact with competitors and transfer of the designs
any files that have a Autodesk Maya extension or unusual network activity or renaming/ deleting

of files identified would add key data.

This timeline helps link artefacts to user behaviour and supports the investigator interpretation
ofintent or sequence. However, caution is required when relying solely on metadata. Time-stamps
may be incomplete, manipulated, or absent due to prior system behaviour or anti-forensics. While

timelines do not prove motive, they assist in contextualising findings for stakeholders.

8.3. Documentation and Reporting

The investigator now brings together their notes and documentation into a report for the client.

There is no single format. Discussion being held with the client in the preparation stage the client




has indicated they need something that establishes the events, clearly explains any technical

aspects and assists in decision making for next steps.

Some data recovery may have been possible, however if a competitor has access to the designs
civil or legal action may be required to contain the data. The report therefore also needs to setout
information, supported by the evidence and validation. This may include context, tools used and
how, methods and processes alongside the final findings tempered with limitations and
constraints. A professional neutral tone avoiding speculation will be the aim of the investigator

[39].

Ethical conduct, supported by the Forensic Science Regulators Code and ISO/IEC 27037, requires

clarity and transparency throughout the reporting process.

Sample FTK report provided in Appendix B

9. Conclusion

This investigation has followed the steps of the investigator against the case study at each step
has been guided by legal, ethical, and procedural standards needed more and more as digital
boundaries expand and move into the cloud.

The investigators cases may vary, the tools, techniques and anti-forensic methods develop but
core principles continue to sit at the heart of digital forensics. These will guide the investigator
in skilled investigation and producing transparent. ethical and defensible reporting.
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